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| OFFICE OF THE HIGH COMMISSIONER 
28 OCT 1949 a FOR THE UNITED KINGDOM, 


PRIME mini’ WELLINGTON, N.z. 
DEPARTMEN 


26th October, 1949 


It is notified for the information of the New 
Zealand Chiefs of Staff, that, in view of the signing of the 
Atlantic Pact, the United Kingdom Chiefs of Staff have reviewed 
their report (C0S(48)180(0)) on the disclosure of British 
Military information to Foreign Nations. They decided not to 
recommend any alteration in the existing procedure until the 
Military machinery for the Atlantic Pact was established, beyond 
raising Iceland and Italy from Category 4 to Category 3. 


2. It is accordingly requested that you will make 
the following amendment to each of the three copies of 
CO8(4B)180(0) which were passed to you under cover of my letter 
UKSLS/S.4009/2 dated Sth October, 1948:- 

—_————— al 


Page 7 Appendix. 


To list of countries detailed under the 
heading "Category 3", add "Italy and Iceland". 


3e The New Zealend Government is being informed 
of the amendment through the Commonwealth Relations Office. 


he The relevant Joint Intelligence Committee London 
report entitled "Disclosure of British Military Information to 
Signatories of the Atlantic Pact" dated 5th August, 1949, has, I 
understand, been made available to the New Zealand Joint Services 
Liaison Mission in London, but is available for reference in this 


office if required. 


(A. W. SOUTHALL) 
Squadron Leader, 
Secretary, 
United Kingdom Service Liaison Staff. 
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Chiefs of Staff Committee, 


~~ “Prime Minister's Department, 
FILE WELLINGTON. g = 
Dp 1g ry ois 
fea 
TOP uF w E . ‘HE fe 


cn 3 Soe j 


Received from Prime Minister’s Department, one 


(fev Ws) — 


letter addressed to_?* ## At C fev 


Date and \_-\» 
Time received: °€, of ye [ 
J Of t 


4,000/5/49—1368] 


Received from Prime Minister's Department, one 


QO - G. fo 


letter addressed to 


Grong kl Q.. 3 


No.7 20 46/341 Date: _ 
re 


Signature x f C 
Dateand 
Time received: if : 


4,000/5/49—1368] 


Received from Prime Minister’s Department, one 


letter addressed to_-—““- “* - &. EESnes 2 
No. J-30 +b/3 |) Date:__ 0-10-44 


Signature :¢ 
Date and 


Time received : { 


4,000/5/49—1368] 


"F650. Ub [3] 


da NEW ZEALAND: JOINT SERVICES LIAISON STAFF (LONDON). 


~ 


Telephone : TEMPLE BAR 3611. \\ 


HALIFAX HOUSE, 
ERE ca 8 auar. 


NTT , 51-55, STRAND, 
In your reply please quote — LONDON, W.C.2. 


NZJIS/UK/Ops/3 - 


MEMORANDUM , for:- 


The Secretary, 
Chiefs of Staff Committee, 


Wellington. 


DISCLOSURE OF BRITISH MILITARY INFORMATION TO SIGNATORIES 
OF THE ATLANTIC Pact 


Forwarded herewith at Annex attached please find four 
paraphrased copies of a report on the above-mentioned subject. 


Conclusions 
2e The conclusions to the paper are as follows:- 


(a) When military machinery is established under the 
Atlantic Pact, a review of the security situation 
in the member countries should be made with their 
full knowledge and assistance and a Metric type 
of procedure then set up. 


(b) Until such a review is made, and subject to it, 
Iceland and Italy can be upgraded to Category 3. 


(c) Except for this amendment, no recommendation is 
made to alter the existing procedure until the 
military machinery for the Atlantic Pact is 
established. 


(a) Correct-security classification and the "need 
to know" principle must be adhered to. Where 
this is done both the requirements of Atlantic 
Pact policy and of security should be met by the 
provisions of the procedure set out in a previous 
memorandum. 
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TOP SECRET 


DISCLOSURE OF BRITISH MILITARY INFORMATION TO SIGNATORIES 
OF THE ATLANTIC PACT 


The following is an examination of the procedure for the 
disclosure of British classified information to foreign countries 
in the light of a recent memorandum on the application of this 
procedure to signatories of the Atlantic Pact. 


Present Procedure 


2e Under the existing procedure, the following are the rules 
applying to the Atlantic Pact countries:-— 


(i) Belgium, France, Holland and Luxembourg are in Gategory 
9 ieGe, Nations who, ough normally given no higher 
information than Confidential, may in the interests of 
British strategic policy, receive information up to 
and including Top Secret under the Metric procedure, 


(ii) Denmark, Norway and Portugal are in Category 3, ice. 
nations who may be given up to and including Confidential 


military information, 


(iii) Iceland and Italy are in Category 4, ise, nations who 
(| may be given up + and including Restricted military 
J information, 


3e Provision is made for the occasional release of information 
not more than one security grading higher than is permitted under 
the normal rules. The Metric procedure allows Secret and Top 

ecret information to be disclosed to a limited number of authorised 
individuals in the Western Union countries. 


FACTORS AFFECTING THE REVISION OF THE CURRENT PROCEDURE 
——— EE OF ES CURRENT PROCEDURE 


Co-operation within the Atlantic Pact 


he In re-examining the current procedure the necessity for 
co-operation within the Atlantic Pact and the implementation of 
the policy of assistance to the countries signatory to that Pact, 
has been kept in view. 


5e No military machinery has yet, however, been established under 
the Pact, and it is suggested therefore that whatever procedure 

is approved following this report, it be reviewed when such machinery 
has been set up. For the purposes of the examination, it has been 
assumed that for the disclosure of Top Secret or Secret information 
on policy and planning, a procedure similar to Metric will be 
applied. 


6. The examination has therefore been confined to determining 
whether any variations in the current rules and categories may be 
made for the disclosure of British classified military information 
outside the Metric or equivalent procedure, 


Categorisation of signatory countries 


Te In order to establish a Metric type of procedure once the 
military machinery for the Atlantic Pact is set up, a review of 
the Security Organisations in each member country should be made 
with the assistance and full knowledge of the country concerned, 
This review should be on the lines of that carried out for the 
Brussels Treaty Organisation. Until that review is carried out 
and a Metric type of procedure established, it waild be unwise, 
and until military machinery is in motion, it is unnecessary to 


upgrade Italy, Iceland, Norway, Denmark and Portugal to the level 

of the signatories t the Brussels Treaty. But subject to 
reconsideration at the time of that review, it is considered reason- 
able to upgrade Italy and Iceland into the same category as Norway, 
Denmark and Portugal, namely category 3 


8. The security of the five countries is not good enough 

to recommend that information higher than confidential be 
disclosed generally to any or all of them, outside a procedure 
of the Metric type. 


Application of categorisation t disclosure 


oe This regrading of the Atlantic Pact countries, however, 
does not answer the problem in that it still would not permit 
the disclosure of information graded higher than Confidential 
except in the special circumstances provided for in a recent 
instruction. In this connection, however, it is emphasised 
that the agreed definition of Secret - "Documents, information 
or material, the unauthorised disclosure of which wowd endanger 
national security, cause serious injury to the interests or 
prestige of the nation or any governmental activity thereof or 


would be of great advantage to a foreign nation shall be 
classified Secret". 


10. It is considered that the information which shall be 
disclosed to dficers from Atlantic Pact countries, either during 
courses or by other means, and which they will pass on in their 
own countries, will not normally be graded as high as Secret 
within the terms of the definition quoted above. It is further 
considered that highly classified information, especially on long 
term developments, should not be imparted in schools and colleges 
merely as background or ‘for interest'. 


Application of the procedure for Atlantic Pact Countries 


ll. Assuming that Italy and Iceland are upgraded to Category 35 
and the other signatories of the Atlantic Pact remain in their 
present categories, an examination has been made as to how 
co-operation can yet be maintained in so far as disclosure of 
information is concerned. It is suggested that the problem 
would not be so serious as represented if the correct application 
of security classifications and the "need to know" principle 

were adhered toe 


12. The first and overriding factor to be considered in the 
disclosure of any information must be the"need to know". If, 

in particular instances, this "need to know" is established 

in furtherance of Atlantic Pact policy, then the sponsoring 
Deparment must examine the security classification of the 
information concerned. If such information is already graded 
"secret", then it should be reviewed in accordance with the 
agreed security classification definitions. Where the inherent 
quality of the information precludes downgrading to "Confidential" 
or below, then the normal procedure for handling such exceptions 
should be applied. It is improbable that there is so much 
information correctl aded secret which the signatories of the 
Atlantic Pact "need = mow" that such frequent use wold have to 
be made of the dispensation referred to above as to amount to a 
breach of the rules. It is believed that when examined in the 
light of the definition already quoted it will be found that much 
information now graded “Secret" ought to be downgraded. 


136 The membership of the Atlantic Pact includes countries 
widely different in their military requirements and in the nature 
of their forces, and widely separated geographically. It is 

not therefore contemplated that military information required by 
one will necessarily be required by all. Nor is it thought 
advisable that the principle should be admitted that every 
country should expect to receive identical information as a right. 


CONCLUSIONS 


1h. It is therefore concluded that:- 


(a) When military machinery is established under the 
Atlantic Pact, a review of the security situation 
in the member countries should be made with their 
full knowledge and assistance and a Metric type 
of procedure then set up. 


(b) Until such a review is made, and subject to it, 
Iceland and Italy can be upgraded to Category 3. 


(c) Except for this amendment, no recommendation is made 
to alter the existing procedure until the military 
machinery for the Atlantic Pact is established. 


(a) Correct security classification and the "need to 
know" principle must be adhered to. Where this 
is done both the requirements of Atlantic Pact 
policy and of security should be met by the 
provisions of the procedure set out in a previous 
memorandume 
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Uhited Kingdom Service Liaison Staff, 
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1* 2 ¢ \ FOR THE UNITED KINGDOM, 


gr aad Sak WELLINGTON, N.z. 


SECRET. \ 
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Ref: UKSLS/s.4000/2¥ 
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| 
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Sir, | 


I have the honour to forward, for the information 
of the New Zealand Chiefs of Staff, Copies Nos.87, 88 and 
89 of a report (COS (48) 180 (0)) governing the policy of 
the United Kingdom Government on the disclosure of United 
Kingdom Military Information to Foreign Nations. 


Re The report has been approved by the United 
Kingdom Chiefs of Staff and copies of it have been sent 
to the United Kingdom High Commissioners in New Zealand, 
Canada, Australia and South Africa, who will convey the 
substance of the report to the Commonwealth Governments 
asking whether the latter intend to adopt a similar 
policy themselves. 


Se I am to add that this report deals entirely 
with Foreign Nations and does not attempt to imply any 
change in our present policy towards Commonwealth 
Governments. 


I have the honour to be, 
six, 
Your obedient servant, 


(A.W-SOUTHALL) 


Squadron Leader, Secretary, 
UeKe Service Liaison Staff. 


The Secretary, 
Chiefs of Staff Committee, 
Prime Minister's Office, 


WELLINGTON, Cel. 
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manufacturing processes, and operational 
technique, 


Non=Technical information, such as Orders 
of battle, strengths, locations, operations, 
training methods, plans, organisation and 
publications of the fighting Services, 

(b) Intelligence, that is Say wledge of foreign 
countries, in all the fields « a) above, 
possessed by the U.K, 

nt with the U.S.A, 

Our report refers only to British information, Instructions 
relating to the disclosure of American or joint Anerican-British, 
owned military information is the subject of a Special agreement 
with the Americans, 

Policy for 

Be We propose to amend the existing Categories B and G in 

the light of political developments. We now stand in closer 
relationship to France and the Benelux countries than to other 
Category B nations, and the deterioration of our relations with 
the Soviet Union and her Satellites makes distinction necessary 
between them and other Category C nations, with some of whom 

we have agreements to assist in training their armed forces, 


We have reluctantly been forced to adopt five instead of the 
} it 


current three tegories and have grouped nations accordingly 
in the Appendix to our report. 


Categorisa ations for disclosure purn ses. 
Pimentel ir Rell a ae Ro EAE Boom 1 ANDO A SS 


In the light of the foregoing par: hs, we have prepared a 
andard policy by which nations are eat osrised as described 
below for disclosure purpoges, in eech of the first. four 
. * = £ . i} . 
categories the nations ma receive at the discretion of 
o* P ‘ of 
Depart ts, information up to and including the classification 


Pape , 5 ett Pe 
AG Cutlegory,. 


Category is 


up to and including 
ry information, 


10, though normally given no higher information 
1 Confidential may, in the interests of British strategic 
policy, receive information up to and including Top Secret 
under special Security : angements, such as those 


devised for the Western Union Defence talks, 


Category 3. 
Nations who may be given up to and including Confidential 


: . omeeed : 
military information. 


Category 


be given up to and including Restricted 
ation, 


Category 5 
no niobate a information 
as essary t e rocal treatment 
Sarvikes f 4 and never higher 
Restrict 


emphasise that the rules for closure of classified 
y information under each of the categories are permissive, 
should be given any information unless we thereby 
Some political, military or economic benefits, 


Reciprocity Rule 
It is important that the disclosure of Mi Information 
be on a reciprocal ba . With Ie nati our 
i ations are so close that reciprocity is implicit, while other 
nations may have noti ng to offer that we need the ugh it may, 
vor instance, be possible to ask f ‘intelligence" in exchange 
for equ ni Wit the low categ n tions sir eto te is 
3€ aS ¢ weapon, ‘should it be desired to stave off an 
rd request by making a counter request known to be 
Sible of fulfilment, fhe counter request need not 
Ssarily be confined to the rec juirements of one Department. 
We. consider that the reciprocity rule should be maintained, 


Machinery for Interim Adjus 


9. The security implications * cach disclosure ven within 
the approved Categories, should be e led by the Department 
proposing: to make it The Department should also be responsible 
for obtaining the concurrence of other Departments if their 
interests are involved, Relaxation is required from time to 
time to allow disclosure of particular information to nations 
normally barred from receiving it, Ve co abi’ that Departments 
Should have discretion to relax the normal rules provided 


(a) the relaxation relates t information of 
interest only to one | partment 


(b) the information is t more than one s curity 
p Li than is iG the normal rules, 


Guidance may be sought from the wxch nge of Military 
Information Sub Cane Eas in such « and in all other cases 
she Sub-Committes's guidance must be souch In cases of special 
Priculty or import nce the ccnhange of Military Information 
—Committee should in Masi consult the Joint Planning Starr 
Joint Intelligence Gomnittee as ‘appropriate, 


Indus trial | Conside 
). Information may t oh or privately—owned; 
secret or not secret; olly pa tents naa holly unpaten able, or 
tentable t unpatentable, 


Wholly patentable, i.e. 

can be protected by a patent specificatio i i 
secret the Government will in ene cases acquire the 
right to a secret. patent in U.K. and disclosure to a 
foreign Government should as far as possible be made 
on the folloy ~ condition; 


That the information is kept secret and the Government 


at country will srant us on request patent 
protection of suitable priority. 


If not secret, isc. such that publication in a patent 
specification is permissible, no problem arises, 

Gov ment-owned inventions should be examined.to see 
whether fore patents should be obtained and 
exploited, In the case of privately-owned inventions 
t recipient Government should be referred to the 
owner, to negotiate terms. 


Wholly unpatentable, i.e. t ir nation, while 
commercially “valuable, is not of the kind which can 
be protected by « tent specificati< 
Government-—owned information should | -y be supplied 
if we obtain a quid pro quo — strates litical 
or commercial ~- worth the value hi ormation, 
In the case of privately-owned informoaticn the foreign 
Government should merely be put in touch with the 
owner, but if secret, the owner should be ned 

i tl} information to accredited 
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following securi litions should be laid.down and 
ed to by all nations to mm information is disclosed:— 
(a) The information received should be safeguarded under 
rules de sd to give the same standard of security 
as we maintain 


(b) The information is disclosed only for the use of the 

recipient Government and for’ the use, under'seal of 
secrecy, of a oved contractors engaged on a relevant 
iefence projec t. Disclosure to any other Government, 
or release to the Press or in any other way, would 
constitute a breach of the agreement, 


(A To be concluded, ) 


bi 
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Duration of Proposed Policy. 


153. It is considered that the basic po licy 


of disclosure by 
categories should continue ind definitely, nal aoe its 
application will depend on changing strat political 
factors which will necessitate periodice 11 review We therefore 
propose to review periodically the countries to be placed in 


Ss 


aisclosure should rest with Deps agin wien in 
. they 1 have dai i t deleg: ite responsibility 
disclosure, withi to Comma inders-in-Chief, 
of Service is considered essential, 
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Appendix), 
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be subject to an undertaking by the 
nation to afford security safeguards 
comparable with our own, (Paragraphs 8 and 12). 


There should be a procedure for relaxing the 
rules, (Paragraph 

The existing procedure for securing pe at 
protection should be eerie (Paragraph 10). 


Policy should be kept under 


periodic review. 
(Paragraph 13). 
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13TH AUGUST, 19448. 
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Ve have re-examine in the light of subsequent de evelopments , 
the existing pol ” of disclosure of military information to 
foreign nations, which was ipproved* by the Defence Gommittee in 
November, 1945. Ve h sxtended our review to include all 
forms of Military Information as defined in paragraph 3 below. 

In preparing our repoi we have ene in mind that the disclosure 
of military information to fo eign ations is normally made only 
with the object of furthering the inte 8 of our foreign and 
strategic policy; disclosure for commercia reasons is 
pomesneaae and indeed desirable when it does not conflict with 
that policy. We | e also been guided by the policyt governing 
the supply of arms to other nations, 


Ca In general, we consider that the existing policy should be 
confirmed, with amendment in the categorisation of nations. We 
also consider that the procedure for slaxing the strict 
application of current policy in exceptional circumstances should 
be clarified and simplified. 


Military Information. 
Si S ken the term "Military Information" to refer to 
information which is the property of, « 1e@ primary concern of, 
the Serviee Departments eon the Ministry of Supply, or is of 
defence interest, Its Sclosure may take the form of the supply 
»£ equipment. 
It covers :- 
(a) Information, that is to sa ] vledge of British 
forces, equipment, r arc development, etc, 
Tl Ls irther subdiv Videc 
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ana 
under Ce vatanek 
been allotted a security 


Technical information about equipment , 
manufacturing processes, and operational 
technique. 


Non-Technical information, such as Orders 
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publications of i j é i 


snceé, that 2dge 


countries, in al 1¢é Fields at (a) above 
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British information, Instructions 
3 of American or joint American-British, 
ned military information is the subject of a special agreement 
with the Americans, 


Policy for grading by Categories. 


Bic We propose to amend the existing Categories B and G in 
the light of political 4 velopments, We now stand in closer 
relationship to France and the Benelux countries than to other 
Category B nations, and the deterioration of our relations with 
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